3alTUTa padyHapCcKuUX CUCTEMA U MpeEXa




Capapixaj

YBoa

HactaBHUUU

LurseBu n ucxoa npepgmeTra
NMporpam npeameTa
JIlabopaTopujcke Bexode
CeMuHapcku pag

PuUHaANHM NPaKTU4YHU TECT
[MpeancnutHe obaBe3e cTyaeHaTa
HauyuH nonarawa ncnura
INlutepaTtypa
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yBoa

HasunB npegmeTa: 3awtuta pavyyHapCcKux cucrema
N Mpexa

loauHa: 1, cemecTap: 1
doHa vyacoBa: 2+ 2 + 1
bpoj ECI1b 6oagoBa: 6

MpeaycnoB (He chopmanHu, Hero NOXeJrbHN):
oAcnylwaHuv npeameTy 3aluTUTa nogaTaka,
OnepaTuBHM cuctemun, PauyyHapcke mpexe



HacTtaBHULUM

- lpepaBawa: ap Naene Bynetuh
pavle.vuletic@etf.bg.ac.rs
KaHuenapuja 37
KoHcynTaumje nocne Hactaee U No 4OroBopy

* lMpepaBawa: ap XKapko CtanucasrbeBuh
zarko@etf.rs
KaHuenapuja 37
KoHcynTauuje nocne HactaBe 1 No 4oroBopy

 Bexb6e: mc Muxajno OrpusoBuh
ogrizovic@etf.rs
KaHuenapuja 37

KoHcynTauuje nocne HactaBe 1 No 4orosopy
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LUvwmb npeagmeTa

* YnosHaBake cTyaeHaTta ca obnawhy npeseHunje
ynaga y padyHapcke cucteme u mpexe. Obyka
cTyaeHaTa 3a obaBrbale nocnosa 13 obnactu
3alUTUTE payvyyHapPCKUX CUCTEMA N MpeXa N eTUYKOr
ynaga y cucreme. PasymeBane npeTwn N BEKTOPaA
Harnaga Ha padyHapcke n copTBEPCKE CUCTEME.

[lpakTn4yaH pag ctygeHaTta Ha Behem Opojy anaTta 3a
aHanusy n geTtekumjy Hanaga.
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Ucxoa npeaMeTa

« QueKyje ce Oa CTyOeHT KOju 3aBpLUM OBaj KYpC MOXe

na:
— pasymMme 1 Nno3Haje MeToaonorvjy ynaga y padyHapcke
CUCTEME N MpEXEe

— Mo3Haje pasnuunuTe BPCTE Hamnaga Ha padvyHapcke cuctemMe u
Mpexxe

— aKTUBHO KopuCTu Behn Opoj anaTa 3a AeTekumjy u aHanusy
NpeTHN U Hanaga Ha padyHapcKe CUCTEME U MpeXe

— M3BPLUM €TUYKE ynaae y pavyyHapcke CUCTEME U MPEXE Kao
MEeTO[Yy aHanM3e paHkMBOCTW.
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NMMporpaMm npeaMeTa

 MeTtogonoruja n pase ynaga y padyHapcke cucteme
n mpexe. MIaeuhame, ckeHnpame, Npukynbake
nogartaka. ®usmnyka curypHoct. Coumjanum
nxxewsepuHr. IP, ARP, DNS Hanagn, BGP Hanaau,
DoS Hanaau n 6oTtHeTOBU. ManBep, OTKpuBake
no3uHkn, SQLI, XSS, cnabocTtn onepatnBHUX
cuctema. lpuctynHe nucre, firewall, anatu 3a
oeTekuunjy n npeseHunjy ynaga, honeypot. Tor.
MobwunHa curypHocT. Beb npeape. ETnyko
XaKoBaHe€.
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JlabopaTopujcke Bexbe

« Behun 6poj nabopaTopunjcknux BexxOu y3 yaarbeHu
npuctyn og kyhe (y 6uno koje speme y gePuHUcCaHnm
BPEMEHCKUM nepuognmal).

* [lpernen Bexou:

— google searching, wireshark i nmap

— ARP spoofing

— DNS spoofing

— firewall i access liste

— Windows password hacking

— Eckanauuja npusunernja — buffer overflow Hanagu
— SQLi

— XSS

 He ouemyjy ce
* [lpunpema 3a dpnHaNHM NPaKTUYHU TECT
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JlabopaTtopujcke Bexbe - okpyxeme

JTabopaTopuje cy nogerbeHe y YeTUPKU CErMeHTa

— CermeHT 1: U3Bnhamwe, npukynrbarwe nogartaka, aHanmaa nakeTa,
mpexHn Hanagu (ARP spoofing, DNS spoofing)

— CermeHT 2; firewall i access liste

— CermeHT 3: Windows password hacking n Eckanauwnja npusuneruja
— CermeHT 4: SQL injection, XSS

JTabopaTopuja ce pagn camocTarnHo og kyhe. 3a cBaky
nabopaTtopujcky Bex0y cTyaeHTn he ce oobuTn NpuUcTyn
ogpeneHom 6pojy BUPTYENHUX MaLLUMHA TOKOM HEKOT
BpEMEHCKOr nepuoaa (3aBucu og bpoja cTygeHaTa Ha Kypcy).

[1Ba cTygeHTa gene jeaHo nabopaTopujcko OKpYXeh-e

IEEEEESSSS———— NN s eeessssssssmss 9/18



CeMuHapcku paa

Hocun 20 noeHa
Hema HagokHapge
Baxu roguHy paHa

Opabpatu jegaH papg ca BlackHat koHdbepeHunje ns
2024. nnn 2025. roanHe

HanucaTtu KpaTtak n3selutaj Ha MakcumarnHo 3 cTpaHe

[lpe3eHTaymja+nutamwa max. 10 MuHyTta (youm ncnura
Y jaHyapCKOM POKY WUIn y TEpPMMUHMMA TOKOM CEMECTpaA)

CBaku ctyaeHT he umatum pasnmuunty temy. Cnmncak
ogabpaHux Tema he outn objaBrbeH Ha Moodle kypcy
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OV EN T NMPAaKTU4YHU TECT

Hocun 40 noeHa
Hema HagokHapge
Baxu roguHy paHa

N3a3oB (cnnyHo Capture the Flag nsasoBuma) -
OTKpPUTK cnabocCT y cnucTtemy, ekcnnoaTtucartu je n gohu
0o 3awtuheHe nHdopmauuje

3agaum Ha NnpakTUYHOM UCTUTY Ce cacToje o
enemMmeHarta yBexxbaHux Ha nabopartopujcknm Bexbama

TepMUH: youn ncnurta y jaHyapCKoM U JyJICKOM POKY.
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NpeancnutHe obaBe3e cTyaeHaTa

JIlabopaTopujcke Bexode

— He ouemyjy ce, anu cy npunpema 3a ouHanH1 NpakTuyHu
TecT

CemMuHapcku pag
— ykynHo 20 noeHa
— Baun 3a Tekyhy LLUKONCKY roguHy

DuHanNHu NMPAaKTU4YHU TEeCT
— yKynHo 40 noeHa
— Baxn 3a Tekyhy LLUKONCKY roguHy

[MpucycTtBO HacTtaBu
— He ouemyje ce
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HauMH nonarakba MCnuTa

Ucnut — 40 noeHa
— ['pagunBo ca npenasaxa
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HauMH nonarakba MCnuTa

KoHa4yHa oueHa ce doopmMmupa Ha ocHoBY Dpoja bogoBa
Ha creaehu HauYunH:

e 91 <= X <100 -oueHa 10

e 81 <=X<91-o0ueHa9

e 7/1<=X<81-o0oueHa 8

e 61 <=X<71-oueHa’

e 51 <=X<61-o0ueHa b

0 <= X <51 — CTyOeHT HU1je NMOMOXMNO UCTINT
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JintepaTtypa

« Martepujanu 3a npegaBama
* MaTtepujanu 3a Bexbe
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KoMyHukauumja

« Cajt npegmera:
https://rti.etf.bg.ac.rs/rtiims1zrm/

* Moodle kypc:

https://elearning.rcub.bg.ac.rs/moodle/course/view.ph
p?id=1729

* Mejn nucrta npegmera:
https://lists.etf.bg.ac.rs/wws/info/13m111zrm
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OBABELUTEHE 3A CTYAEHTE

HactaBa Ha npegmeTy 3awiTuta padyHapCKuUxX CUCTEMA U Mpexa nogpasymeBa
n3yvyaBawe pPasnUUUTUX MexaHu3ama Kojuma ce HapylaBa WMHJOpPMAaLMOHa
©e36edHOCT 1 BpLUE ynaau y pavyyHapCKe CUCTEME U MpeEXe.

[MpumeHa oBUX MexaHM3ama Kaga ce M3BpluaBajy npema cuctemmma ousnydkmnx
N NpPaBHUX JiMLUA KOja HUCY yno3HaTta W carfacHa ca akTMBHOCTMMA Ha npoBepu
pakMBOCTU U TecTupakwy ynaga Yy HUXOBE CUCTEME je KaxkwuBa npema
KpuBniHom 3akoHuKy Penybnuke Cpbuje (MnaHosn 298 no 304a).

CTyoeHTM Ha npegMeTy 3awlTuTa padyHapCKMX cuctema M Mpexa Mory oBe
mMeTode 3a notpebe usyyaBama [a KOPUCTE UCKIbYYMBO Yy OKBUPY 3aTBOPEHOr
nabopaTopujcKor OKpyXewa Koje je o00e3belh)eHO 3a HacTaBy Ha npegmeTty
3awTnTa padyyHapCcKkux cuctema u mMpexa.

CTygeHTU He mory ga nogpasymeBajy Aa cy Ha 6Mno Koju HavymH oxpabpeHun of
CTpaHe HacTaBHUKa WUMNKN Ja UM ce npernopydvyje na KopUCcTe OoBe METOAE Koju ce
n3yyaeajy npema Apyrum cuctemmma EnektpotexHudkor dhakynteta wunmu
cucteMuma duno Kor Tpeher npasHOr unm usnykor nmua.

CBaka eBeHTyarniHa aKTUBHOCT KOjy O npeny3eo Heku CTyAeHT kopulherem
OBMX MeToda W MexaHu3ama npema CUCTEMUMA KOjU HUCY Y OKBUPY
nabopaTtopuje Ha NpegMeTy UCKIbYYMBa je OArOBOPHOCT CTydeHTa.
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[MnTara?

EnektpoTexHndkmn dakynrer
YHuBep3uteT y beorpaay




