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yBoa

Ha3uB npegmeTta: Pa3Boj 6e3b6eaHor coptBepa
NloaunHa: 1, cemecTtap: 1

doHa vyacoBa: 2+ 2 + 1

bpoj ECI1b 6ogoBa: 6

[MpeaycnoB: oacnylwaHu npeameTn 3awiTuTa
noparaka, lpojekroBawe cohTBepa,
[Mporpamupame MHTEPHET annuMkauuja
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HacTtaBHUUMU

* lMpepaBawa:. ap XKapko CtanucasrbeBuh
zarko@etf.rs
KaHuenapuja 37

 BexbOe: macT. nHx. llaHko MunapuHoBuh

danko@etf.bg.ac.rs
KaHuenapuja 26a
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CapaaHuum 13 npuspeae

 Bexbe: macT. uHX. Munuua Munowesuh
milica.milosevic@zuehlke.com

 Bexb6e: macT. uHX. Mapuja HYenukoBuh
marija.celikovic@zuehlke.com

YA RS



LUwmob npeamera

* YnosHaBake cTyaeHaTa ca obnawhy pa3Boja
b6e3benHor coptBepa. ObOyka cTyaeHaTa 3a NPUMEHY
O0obpux npakcu y passojy besbenHor codpTeepa.
Pa3symeBare npeTu U HadnHa 3a getekuujy u
OTKNawahe NpeTHn y Nnoctojehnm cogpTBEPCKUM
pellewnma. Yno3HaBawe CTydeHarta ca

MeToaoiornjama CUrypHocHe peBusmnje nporpamMmckor
Koga.
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Ucxoa npeamMera

« CtyneHTn he ctehun 3Haba 0 MeTogama pasBoja
be3benHor codpTBEpPA, KAO U O METOgAMA
NpoHanaxewa n oTKakaha CUrypHOCHMX NpornycTa
Yy MNOCTOjehrM COPTBEPCKUM peLleHnma.
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NMporpamMm npeamMmera

 MeTogonoruja npoueca pasBoja be3dbegHor
codTBEpa. AHanm3a cUrypHOCHMX 3axTeBa.
ApxnTtekTypa u am3ajH 6e3begHor codpTBEpAa.
MoaenoBake npeTn 1 npasum Hanaga. lpoueHa
pusnka. CUrypHoOCH1 NponycTn MHTEPHET annukauunja,
cKpunT je3uka, APIl-a n nporpamckux jesuka.
CurypHocHa peBu3unja nporpamMmckor koga.
CUrypHoCHO TecTupare CoOPTBEPCKUX peLLEH-A.
[lpernen n aHanusa Haj3acTynSbeHNJUX CUTYPHOCHUX
nponycrTa.
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JlabopaTopujcke Bexxbe

« Pape ce Ha nuuy mecTta, ogmMax HakoOH TeEPMUHA
BEXOW.

* [lpernen sBexou:
— SQL Injection
— Cross Site Scripting (XSS)
— Alati za statiCku i dinamicku analizu
— Cross Site Request Forgery (CSRF)
— Sigurna implementacija autentifikacije
— Autorizacioni modeli
— Logging, auditing, rukovanje izuzecima i monitoring

 He ouemwyjy ce
 lMpunpema 3a uspany npojexkra

I s 9/18




CeMuHapcku paa

Hocn 20 noeHa

Hema HagokHaage

Baxu roguHy paHa

Paou ce y rpynu o 4 ctygeHTa

Hanpasutu npernen 10 HoBUjux pagoBa Ha TemMy ca
nucte noHyheHux Ha Moodle kypcy unm 3a jegaH
ogabpaHu nponycTt ca nucte noHyheHnx Ha Moodle
Kypcy Hanpasutn 10 Capture the flag nsasosa

HanucaTtu KpaTak n3eeluTtaj Ha MakCcMmarnHo 5 ctpaHa

[lpeseHTaunja+tnutarwa max. 20 mmHyTa (youm ucnmta
Y jaHyapCKOM POKY UM y TEPMUHMUMA TOKOM CEMECTPA)

CBaka rpyna he nmatn pasnmuuty Temy. Cnmncak
ogabpaHux Tema he outm objaBrbeH Ha Moodle Kypcy.
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lNpojekar

Hocun 40 noeHa
Hema HagokHapge
Baxu roguHy paHa

Teme Koje cy npakTu4yHo paheHe Kpo3 Bexbe n nab.
BeXXOe noBe3aHe y jeaHY LernHy.

TepMUH: youun ncnuta y jaHyapCkomM W jynICKOM POKY.
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NpeaucnutHe obaBe3e cryaeHarTa

JIlabopaTopujcke Bexode
— He ouemyjy ce

CemMuHapcKu pag

— ykynHo 20 noeHa

— Baun 3a Tekyhy LLUKONCKY roguHy
[NpojekaT

— ykynHo 40 noeHa

— Baxn 3a Tekyhy LLUKONCKY roguHy

[MpucycTtBO HacTtaBu
— He ouemwyje ce
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HauMH nonaraka Mcnurta

 Ucnut — 40 noeHa
— ['pagunBo ca npenasaxa
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HauuMH nonaraka ucnura

KoHa4yHa oueHa ce doopmMmupa Ha ocHoBY Dpoja bogoBa
Ha creaehu HauYunH:

e 91 <=X <100 -oueHa 10

e« 81<=X<91-o0oueHa9

e 71 <=X<81-o0ueHa 8

e Bl<=X<71l-oueHa7

e« 51 <=X<61-o0oueHab

0 <= X <51 - CTygeHT HUje MOSIOXMNO UCTINT
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JinTepaTtypa

« Martepujanu 3a npegaBama
* MaTtepujanu 3a Bexbe
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KoMyHuKkauuja

CajT npeamera:
https://rti.etf.bg.ac.rs/rti/mslrbs/

Moodle Kypc:
https://elearning.rcub.bg.ac.rs/moodle/course/view.php?id=1511

Mejn nucta npegmera:
https://lists.etf.bg.ac.rs/wws/info/13m111rbs
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OBABELUTEIGE 3A CTYAEHTE

HactaBa Ha npeamety Pa3Boj 6e3begHor coprBepa nogpasymeBa nlyvyaBame
pasnMuNTUX MexaHu3ama Kojuma ce HapywaBa uHpopmaumoHa 6e3benHoCT n
BpLLE Hanaaun Ha MHTEPHET annukauuje n copTBepCcKe CUCTEME.

[MpumeHa oBUX MexaHuM3ama Kaga ce M3BpluaBajy npema cuctemmma ousnydkmnx
N NpaBHUX NULUA Koja HUCY yno3HaTa WM carfiacHa ca akTMBHOCTMMA Ha npoBepu
pakMBOCTM U TecTupawy ynaga y HUXOBE CUCTEME je KaXkumBa npema
KpmnBnyHom 3akoHuky Penybnuke Cpbunje (MnaHosu 298 no 304a).

CTtyneHT™M Ha npeaomety PasBoj 6e3benHor codtBepa Mory oBe MeTode 3a
notpebe wm3syyaBakba [Ja KOPUCTE UCKIBYYMBO Yy  OKBUPY 3aTBOPEHOr
nabopaTopujcKor OKpyXewa Koje je obe3bel)eHO 3a HacTaBy Ha npegmerty
Pa3Boj 6e3benHor codptBepa.

CTygeHTn He mory fa nogpasymeBajy Aa cy Ha 6uno Koju HavymH oxpabpeHun of
CTpaHe HacTaBHUKa WUInKn Ja UM ce npernopydyje na KopUCTe OBe METOAE Koju ce
n3yyaeajy npema Apyrum annukaumjama EnektpoTexHuuykor dakynretra unu
annukauyujama 6uno kor Tpeher npaBHOr nnn U3nYKor nmua.

CBaka eBeHTyariHa aKTUBHOCT KOjy O npeny3eo Heku CTyAeHT Kopulhewem
OBMX MeToga M MexaHu3amMa npemMa annukauujama Koje HUCY Yy OKBUPY
nabopartopuje Ha NpeaMeTy UCKIby4dMBa je OAFOBOPHOCT CTyAEHTa.
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MuTara?

EnektpoTexHndkmn dakynrer
YHuBep3uteT y beorpaay
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