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Kopak 1: Kpeupamwe uHrepgejca

3a cBe 00jekTe Kojuma ce npucTynaTtu ygarbeHo Mmopa ce
KpenpaTtu nHTepdoejc Npeko Kora um ce npucrtyna.

NHTepdejc Mopa aa:
* npowupyje nHTepdejc Remote
e CBaka meTtoae ageknapuwe ga emutyje RemoteException
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Kopak 1: Kpeupamwe uHrepgejca

Import java.rmi.*;

public interface Validator extends Remote {
String validate(String username, String password)
throws RemoteException;
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Kopak 2: UMnneMeHTauuja nHrepdejca

[la 6u Hekom 0bjekTy MOrro yaarbeHo da ce npuctyna
MWUHUMAITHO je NoTpebHo:

[eknapucati oa ce MMNNeEMeEHTUPa yaarbeHu
NHTEpdejC

o [NedurHucaTn KOHCTPYKTOP 3a yAarbeHn objekar

Hanpasutn nmnnemeHrtaumnje 3a cBe MeToae us
yOarbeHor nHrepdejca
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Kopak 2: UMnneMeHTauuja nHrepdejca

import java.util.*;

public class Validatorimpl implements Validator {
Map<String, String> memberMap;

public Validatorimpl() {
memberMap = new HashMap<String, String>();
memberMap.put("John", convert("JohnsPassword"));

}

public String validate(String username, String password) {
if (getMemberMap().containsKey(username)
&& getMemberMap().get(username).equals(convert(password)))
return "Welcome: " + username;
return “Invalid username or password";

}

public Map<String, String> getMemberMap() {
return memberMap;
}
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Kopak 3: Ynuc yaasseHor objekra

Kako 6u Hekn objekaT noctao AOCTynaH 3a yaarbeHu
npucTyn NOTpebHO je ypaanuTtu cnepehe:

 Kpeupare n nHctanaumja curypHocHe KoHTporne
(security manager)

« Kpeupame 1 n3Bo3 yaarbeHux objekarta

* Peruncrtpauuja yoaroeHor objekta y ogrosapajyhu
perncrap
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Kopak 3: Ynuc yaasseHor objekra

import java.rmi.*;
import java.rmi.registry.*;
import java.rmi.server.?*;
public class LoginServer {
public static int port = 8080;
public static void main(String argsl]) {
try {
if (System.getSecurityManager() == null) {
System.setSecurityManager(new SecurityManager());
}
Validator validator = new Validatorimpl();
Validator stub = (Validator)
UnicastRemoteObject.exportObject(validator, 0);
String urlString = "/Validator";
Registry registry = LocateRegistry.createRegistry(port);
/l Registry registry = LocateRegistry.getRegistry(port);
registry.rebind(urlString, stub);
System.out.printin("Login server is on");
} catch (RemoteException e) {
e.printStackTrace();
}
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Kopak 3: UnicastRemoteObject

Modifier and Type

Method and Description

Ohject

static RBemoteStub

static Remote

static Remote

static hoolean

clone| )

Feturns a clone of the remote abject that is distinct from the ariginal.

exportibject (Remote obj)

Exports the remote object to make it available to receive incoming calls using an anonymaus port.
exportibject (Remote ob]j, int port)

Exports the remote object to make it available to receive incoming calls, using the particular
supplied paort.

exportibject (Remote ob]j, int port, BMIClientSocketFactory cst,
BMIServerSocketFactory sst£)

Exports the remote object to make it available to receive incoming calls, using a transpart specified
kry the given socket factory

unexportibject (Remote obj, boolean force)
Femoves the remaote ohject, ohj, fram the RMI runtime.
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Kopak 3: LocateRegistry

Modifier and Type

atatic Registry

static Registry

static Registry

static Begistry

static Registry

static Begistry

atatic Registry

Method and Description

createRegistry(int port)

Creates and exports a Begiscry instance on the local host that accepts requests on the specified
port.

createRegistry(int port, BMIClientSocketFactory c=f,
BEMIServerSocketFactory s3f)

Creates and exports a Begiscry instance an the local host that uses custom socket factories for
communication with that instance.

getRegistry ()

Feturns a reference to the the remote ohject Registry for the lacal host an the default registry port
of 1099,

getRegistry (int port)
Feturns a reference to the the remote ohject Registry for the lacal host an the specified port.
getRegistry (String host)

Feturns a reference to the remote ohject Fegistry on the specified hoat on the default registry
port of 10949,

getRegistry (String host, int port)
Feturns a reference to the remote ohject Registry on the specified hoat and port.
getRegistry (String host, int port, BMIClientSocketFactory csf)

Feturns a locally created remaote reference to the remaote object Regizstry on the specified host
and part.
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Kopak 3: Registry

Modifier and Type Method and Description
woid bind (String name, Remote obhj)
Binds a remote reference ta the specified name in this redistoy
Stringf ] list (]
Feturns an array of the names bound in this registry.
Remote lookup (Strimg name)
Feturns the remote reference bound to the specified nane in this registry.
woid rebind (String nawme, Bemote obj)
Feplaces the binding for the specified nane in this registry with the supplied remote reference.
woid unbind (String name)

Femoves the binding for the specified nane in this registry
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Kopak 4: Kpeupame Kn1mjeHTa

Kako 6u ce npuctynmno HekKoM yaarbeHoM ObjekTy Koju je

ynucaH y permcrap AoCTyrnHux objekata noTpebHo je
ypaguTtu cnegehe:

* Kpewnpare 1 nictanaumja curypHocHe KOHTpore
(security manager)

* [lpuctynntn pernctpy y Kome je permctpoBaH
yOoarbeHun objekaTt

« Ha ocHOBY 3agaTor UMeHa 13 peructpa 4oXBaTuUTu
yaoarbeHy pedepeHuy objekaTa
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Kopak 4: Kpeupame Kn1mjeHTa

import java.rmi.registry.*;
public class LoginClient {
public static void main(String argsl]) {
try {
if (System.getSecurityManager() == null) {
System.setSecurityManager(new SecurityManager());
}

String host = args|O0];
int port = Integer.parselnt(args[1]);
String urlString = "/Validator";
Registry registry = LocateRegistry.getRegistry(host, port);
Validator reply = (Validator) registry.lookup(urlString);
System.out.printin(reply.validate(args[2], args[3]));
} catch (Exception e) {
e.printStackTrace();
}
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NpuBuneruje

java.home/lib/security/java.security (Solaris/Linux)
java.homel\lib\security\java.security (Windowsv\l'loupmymeBaHa naroreka

ca npusunernjama
Kome ce npuBunernja gogervyje Koja ce npusunernja gogeroyje

grant A
signedBy "signer_names", codeBase "URL",

principal principal_class_name "principal _name",
principal principal_class_name "principal_name", }..

v
permission permission_class_name "target_name", "action",
signedBy "signer _names";
permission permission_class_name "target_name", "action”,
signedBy "signer_names"; ...

AN

\ CTpyKTypa gartoTeke ca npmsunernjama
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NpuBuneruje

java.policy <«——— lMpumep meHa gaToteke ca npusunervjama

grant {
/Il Allow everything for now
permission java.security.AllPermission;

%

[Mpumep patoTteke ca npuBunernjama
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Kopuuwhemwe

3a Bep3uje jaBe npe Bep3nje 1.5 je HeonxoaHO NOCebHO NpeBecTy AerbeHe
knace: rmic Validatorimpl

[NokpeTame:

YKOMUKO je Ha cepBEPCKOj CTpaHu nNpuctyn pernctpy 6uo ca getRegistry
NOTPEeBHO je NOKpeHyYTH nocebaH nporpam Koju pagu Kao permcrap:
rmiregistry [-J<runtime flag>][port]

Annukauuja:

java -Djava.security.policy=path_to_java.policy_file
[-Djava.rmi.server.codebase=file:\path/] Class_With_Main

-Djava.security.policy=path_to_java.policy file naje nytawy go dgajna ca 3a
KopuwheHy rnonucy,
-Djava.rmi.server.codebase=file:\path/ goaje nytawy 0o mecTta rge ce

Hanase AerbeHe Knace Kojuma npuctyna perucrap, nofellasa ce caMmo
ako ce perucrap Hes3aBUCHO Nnokpehe
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Kopuuwhemwe

[NokpeTamse:

YKONUKO je Ha cepBepCKOj CTpaHu NpucTyn pernctpy 6uo ca getRegistry
noTpebHo je NOKpeHyTn nocebaH nporpam:
rmiregistry -J-Djava.rmi.server.useCodebaseOnly=false

CepBepcka cTpaHa:

java -Djava.security.policy=java.policy
-Djava.rmi.server.codebase=file:\path/ LoginServer

KnujeHTcka cTpaHa:

java -Djava.security.policy=java.policy
-Djava.rmi.server.codebase=file:\path/ LoginClient host port username
password
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The Savings Account problem

IS 21/31



The Savings Account problem

Pa4yyH y 6aHUM MOXe Oa aenuv Bulle KopucHuka. CBaku
KOPUCHUK MOXe da ynnahyje u noguxe HoBal, ca
payyHa nop ycrioBomM ga cango Ha paJvyHy HMKaga He
Oyoe HeraTMBaH, Kao U Aa BUON TPEHYTHO CTake
payyHa. YKOJIMKO HemMa HOoBLa Ha pavyHYy KOPUCHUK
YyeKa [OK Ce HoBaL, He ynnaTtu Ha padvyH. Peluuntu
npobnem kopuctehn ygaroeHe nosnee metoaa y
JaBsu.
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The Savings Account problem

Import java.rmi.*;
public interface Bank extends Remote {

public UserAccount getUserAccount(String name)
throws RemoteException;

}

import java.rmi.*;

public interface UserAccount extends Remote {
public float getStatus() throws RemoteException;

public void transaction(float value) throws RemoteException;
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The Savings Account problem

import java.rmi.*;
import java.util.*;
public class Bankimpl implements Bank {
private static final long serialVersionUID = 1L;
private static transient Map<String, UserAccount> users;
public Bankimpl() {
users = new HashMap<String, UserAccount>();
}
public synchronized UserAccount getUserAccount(String name) {
UserAccount user = users.get(name);
if (user !'=null) {
return user,;

}

try {
user = new UserAccountimpl(name);

} catch (RemoteException e) {

}

users.put(name, user);
return user;
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The Savings Account problem

import J:ava.io.f;*. YoarbeHu npuctyn objexTy Koju
'mport java.rmi. HUje ynucaH y perucrap
Import java.rml.server.*; /

public class UserAccountimpl Jextends UnicastRemoteObject
implements UserAccount, Serializable {

private static final long serialVersionUID = 1L
private float status;
private String name;

public UserAccountimpl(String name) throws RemoteException {
this.status = 0;
this.name = name;

}

private void work() {

try {
Thread.sleep(500 + (int) (Math.random() * 1000));

} catch (InterruptedException e) {

}
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The Savings Account problem

public synchronized float getStatus() {
work();
return status;

}
public synchronized void transaction(float value) {
work();
while (status + value < 0) {
try {
walit();
} catch (Exception ex) {
}
}
status += value;
notifyAll();
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The Savings Account problem

import java.rmi.registry.*;

import java.rmi.server.?*;

public class Server {
public static final int port = ...;
public static final String server = ..;

public static void main(String[] args) {
if (System.getSecurityManager() == null) {
System.setSecurityManager(new SecurityManager());
}

try {
Bank bank = new Banklmpl();

Bank stub = (Bank)
UnicastRemoteObject.exportObject(bank, 0);

String urlString = "/Bank";

Registry registry = LocateRegistry.createRegistry(port);

registry.rebind(urlString, stub);

} catch (Exception e) {
e.printStackTrace();

}
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The Savings Account problem

import java.rmi.registry.*;

public class Client {

public static final String host = ...

public static final int port = ...;

public static void main(String[] args) {

try {

Bank bank = null;
UserAccount userAcount = null;
String name = args|0];

if (System.getSecurityManager() == null) {
System.setSecurityManager(new SecurityManager());

}

String urlString = "/Bank";

Registry registry = LocateRegistry.getRegistry(host,port);
bank = (Bank) registry.lookup(urlString);

userAcount = bank.getUserAccount(name);
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The Savings Account problem

for (int m =0; m < 100; m++) {
float nstatus = (float) (50 + m - (int) (Math.random() * 100));
try {
System.out.printin("Status: " + userAcount.getStatus());
System.out.printin("Promena statusa za " + nstatus);
userAcount.transaction(nstatus);

System.out.printin("Novi status: " +
userAcount.getStatus());

} catch (Exception e) {
System.err.printin("Greska pri transakciji za " + name);

}

}
} catch (Exception e) {

e.printStackTrace();

}
}
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The Savings Account problem

java.policy
grant {

/I Allow everything for now
permission java.security.AllPermission;

I3

[MokpeTame:

/[start rmiregistry

java -Djava.security.policy=java.policy Server

java -Djava.security.policy=java.policy Client pera

30/31



MuTara?

3axapuje Pagusojesunh
EnektpoTexHndkmn dakynrter
YHuBep3uteT y beorpaay
zaki@etf.rs




