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Kopak 1: Kpeupamwe nHTepdejca

3a cBe 0bjeKkTe Kojuma ce npucTtynaTtu ygarbeHO Mopa ce
KpenpaTtun nHTepdejc Npeko Kora um ce npuctyna.

HTepdejc Mopa aa:
e npoLwunpyje nHTepdejc Remote
e CBaKka MeToae aeknapuile na emutyje RemoteException
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Kopak 1: Kpeupamwe nHTepdejca

import java.rmi.*;
public interface Validator extends Remote {

String validate(String username, String password)
throws RemoteException;



Kopak 2: AMnneMeHTauuja nutepdejca

[a bu Hekom 0bjekTy MOrno yaarbeHo Aa ce npuctyna
MWHMMarnHO je NoTpebHo:

« [eknapucatu oa ce UMNNeMeHTpa yaarbeHu
NHTEpdeE|C

o [ledunHUCaATN KOHCTPYKTOP 3a yaarbeHu objekaT

* Hanpaeutn nmnnemeHTauuje 3a cBe Metoae u3
yOarbeHor nHtepdejca
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Kopak 2: AMnneMeHTauuja nutepdejca

import java.util.*;

public class Validatorimpl implements Validator {
Map<String, String> memberMap;

public Validatorimpl() {
memberMap = new HashMap<String, String>();
memberMap.put("John", convert("JohnsPassword"));

}

public String validate(String username, String password) {
if (getMemberMap().containsKey(username)
&& getMemberMap().get(username).equals(convert(password)))
return "Welcome: " + username;
return "Invalid username or password";

}

public Map<String, String> getMemberMap() {
return memberMap;
}



Kopak 3: Ynuc yaasbeHor objekra

Kako 61 Hekn objekaT nocTtao OOCTynaH 3a yaarbeHu
npuUCTyn NoTpebHo je ypaautu criegehe:

» Kpeunpane n nHctanauuja curypHocHe KoHTpore
(security manager)

 Kpeunpame 1 n3Bo3s ygaroeHnx objekaTa

* Peructpauuja yoaroeHor objekta y ogrosapajyhu
perncrap



Kopak 3: Ynuc yaasbeHor objekra

import java.rmi.*;
import java.rmi.registry.*;
import java.rmi.server.*;
public class LoginServer {
public static int port = 8080;
public static void main(String argsl]) {
try {
if (System.getSecurityManager() == null) {
System.setSecurityManager(new SecurityManager());
}
Validator validator = new Validatorimpl();
Validator stub = (Validator)
UnicastRemoteObject.exportObject(validator, 0);
String urlString = "/Validator";
Registry registry = LocateRegistry.createRegistry(port);
/l Registry registry = LocateRegistry.getRegistry(port);
registry.rebind(urlString, stub);
System.out.printin("Login server is on");
} catch (RemoteException e) {
e.printStackTrace();

}



Kopak 3: UnicastRemoteObject

Modifier and Type

Method and Description

Obhject

static RemoteStub

static BRemote

static Bemote

static boolean

clone| )

Returns a clone of the remote abject that is distinct from the aridinal.

exportibject (Remote obhi)

Exports the rermaote ohject to make it available to receive incoming calls using an anonymous port.
exportibject (Remote obj, int port)

Exports the remote ohject to make it available to receive incoming calls, using the padicular
supplied port.

exportibject (Remote ob], int port, BMIClientSocketFactory cst,
BMIServerSocketFactory s=z£)

Exports the remote ohject to make it available to receive incoming calls, using a transport specified
ey the given socket factory.

unexportibject (Remote ohj, boolean force)
Remaoves the remote ohject, ohj, from the BwI runtime.
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Kopak 3: LocateRegistry

-

Modifier and Type
static Registry

static Registry

static Registry

static Registry

static Registry

static Registry

static Registry

Method and Description
createRegistry(int port)

Creates and exports a Registry instance on the local host that accepts requests on the specified
port.

createRegistry(int port, BMIClientSocketFactory csf,
BEMIServerSocketFactory =s3f)

Creates and exponts a Registry instance an the local host that uses custom socket factories for
communication with that instance.

getRegistry ()

Feturns a reference to the the remote ohject Registry for the lacal host an the default registry port
of 10949,

getRegistry(int port)
Feturns a reference to the the remote ohject Registry for the lacal host an the specified port.
getRegistry (Strimgy host)

Feturns a reference to the remote ohject Registry on the specified hozt on the default registry
port of 1099,

getRegistry (String host, int port)
Feturns a reference to the remote object Regizstry on the specified host and pore.
getRegistry (String host, int port, BMIClientSocketFactory csf)

Feturns a locally created remate reference to the remaote abject Registry on the specified host
and port.

e 12/31



Kopak 3: Registry

Methods

Modifier and Type Method and Description
woid bind(S5tring name, Bemote ob])
Binds a remaote reference to the specified nane in this registry.
Stringl] list ()
Feturns an array of the names hound in this registry.
Remote lookup (String nane)
Feturns the remote reference hound to the specified name in this registry.
woid rebind (String name, Remote obj)
Feplaces the binding far the specified nane in this registr with the supplied remaote reference.
woid unbind (String hame)

Remaoves the binding far the specified nane in this registry




Kopak 4: Kpeunpamwe KiMjeHTa

Kako 6u ce npuctynuno HekoM yaarbeHom objeKkTy Koju je

ynucaH y permcrap 4ocTtynHux objekata noTpebHo je
ypaautu cnegehe:

* Kpeunpahe 1 nHctanauuja curypHoCHe KoOHTporie
(security manager)

e [lpucTynuTn perucTpy y Kome je permcTpoBaH
yOoarbeHu objekaTt

e Ha ocHOBY 3agaTor MMeHa 13 perucTpa 4oxXBaTUTuU
yoarbeHy pedepeHuy objekaTa
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Kopak 4: Kpeunpamwe KiMjeHTa

import java.rmi.registry.*;
public class LoginClient {
public static void main(String args[]) {
try {
if (System.getSecurityManager() == null) {
System.setSecurityManager(new SecurityManager());
}

String host = args|0];
int port = Integer.parselnt(args[1]);
String urlString = "/Validator";
Registry registry = LocateRegistry.getRegistry(host, port);
Validator reply = (Validator) registry.lookup(urlString);
System.out.printin(reply.validate(args[2], args[3]));
} catch (Exception e) {
e.printStackTrace();
}



NMpuBunerunje

java.home/lib/security/java.security (Solaris/Linux)

java.homel\lib\security\jJava.security (Windows‘j\l'lonpasymesaHa naToreka
ca npusunervjama

Kome ce npusunernja gogeroyje Koja ce npusuneruja gogersyje

grant l
signedBy "signer_names", codeBase "URL",

principal principal_class _name "principal_name",
principal principal_class _name "principal_name",

\ 4
permission permlssmn class name "target_name", "action",
signedBy "signer _names";
permission permlssmn class name target name", "action",
signedBy "signer _names";

N

\ CTpykTypa gaToTeke ca npusunervjama
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NMpuBunerunje

java.policy «——— lMpumep nmeHa gaToTeke ca npusunervjama

grant {
/I Allow everything for now
permission java.security.AllPermission;

1

[Tlpmep goatoTteke ca npusurernjama
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Kopuwhemwe

3a Bep3uje jaBe npe Bep3nje 1.5 je HeonxoAHO NOcebHO NpeBecTU AerbeHe
knace: rmic Validatorimpl

[NMokpeTame:

YKOSMKO je Ha CepBEPCKOj CTpaHu NpUcTyn pernctpy omo ca getRegistry
NOTPeBHO je NOKpeHyTM nocebaH nporpam Koju pagm Kao permcrap:
rmiregistry [-J<runtime flag>][port]

Annukauwja:

java -Djava.security.policy=path_to_java.policy_file
[-Djava.rmi.server.codebase=file:\path/] Class_With_Main

-Djava.security.policy=path_to java.policy_file gaje nyrawy 0o dajna ca 3a
KopuwheHy nonucy,

-Djava.rmi.server.codebase=file:\path/ gaje nyrarwy 0o MecTa rae ce
Hanase gerbeHe Krnace Kojuma npuctyna perucrap, nogewlasa ce camo
aKko ce perucrap HesaBUCHO nokpehe



Kopuwhemwe

[NMokpeTame:

YKOSMKO je Ha CepBEPCKOj CTpaHM NpUcTyn pernctpy omo ca getRegistry
NOTPeBHO je NOKpeHyTH nocebaH nporpam:
rmiregistry -J-Djava.rmi.server.useCodebaseOnly=false

CepBepcka cTpaHa:

java -Djava.security.policy=java.policy
-Djava.rmi.server.codebase=file:\path/ LoginServer

KnujeHTCcKa cTpaHa:

java -Djava.security.policy=java.policy
-Djava.rmi.server.codebase=file:\path/ LoginClient host port username
password
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The Savings Account problem
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The Savings Account problem

PauyyH y 6aHUM MOXe Aa aenv BuLie KOPUCHUKA.
CBaku KOpMCHUK MOXe Aa ynnahyje u noguxe
HOBaL, ca padyHa noa ycrioBoM Aa cango Ha
padvyHy HUKaga He Oyae HeraTMBaH, Kao U Aa
BUOU TPEHYTHO CTake payvyHa. YKOJNIMKO HeMa
HOBLA Ha payyHY KOPUCHMUK YeKa AOK ce HoBaL He
ynnaTtu Ha padyH. Pewuutu npobrnem kopuctehu
yAarbeHe no3vBe MeTtoaa y JaBwu.
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The Savings Account problem

Import java.rmi.”;
public interface Bank extends Remote {

public UserAccount getUserAccount(String name)
throws RemoteException;
}

iImport java.rmi.”*;
public interface UserAccount extends Remote {
public float getStatus() throws RemoteException;

public void transaction(float value) throws RemoteException;
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The Savings Account problem

import java.rmi.*;
import java.util.*;
public class Bankimpl implements Bank {
private static final long serialVersionUID = 1L;
private static transient Map<String, UserAccount> users;
public Bankimpl() {
users = new HashMap<String, UserAccount>();
}
public synchronized UserAccount getUserAccount(String name) {
UserAccount user = users.get(name);
if (user !=null) {
return user;

}

try {
user = new UserAccountimpl(name);

} catch (RemoteException e) {
}

users.put(name, user);

return user;
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The Savings Account problem

import J:ava.io.f;*. YaarbeHu npucTyn objekTy Koju
'mport java.rmi.%; HUWje ynucaH y perucTtap
|mp0rt java.rml.sel‘ver.*; /

public class UserAccountimpl Jextends UnicastRemoteObject
implements UserAccount, Serializable {

private static final long serialVersionUID = 1L;
private float status;
private String name;

public UserAccountimpl(String name) throws RemoteException {
this.status = 0;
this.name = name;

}

private void work() {

try {
Thread.sleep(500 + (int) (Math.random() * 1000));

} catch (InterruptedException e) {

}
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The Savings Account problem

public synchronized float getStatus() {
work();
return status;

}
public synchronized void transaction(float value) {
work();
while (status + value < 0) {
try {
wait();
} catch (Exception ex) {
}
}
status += value;
notifyAll();
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The Savings Account problem

import java.rmi.registry.*;

import java.rmi.server.*;

public class Server {
public static final int port = ...;
public static final String server = ...;

public static void main(String[] args) {
if (System.getSecurityManager() == null) {
System.setSecurityManager(new SecurityManager());
}

try {
Bank bank = new Bankimpl();

Bank stub = (Bank)
UnicastRemoteObject.exportObject(bank, 0);

String urlString = "/Bank";

Registry registry = LocateRegistry.createRegistry(port);

registry.rebind(urlString, stub);

} catch (Exception e) {
e.printStackTrace();

}
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The Savings Account problem

import java.rmi.registry.*;

public class Client {

public static final String host = ...

public static final int port = ...;

public static void main(String[] args) {

try {

Bank bank = null;
UserAccount userAcount = null;
String name = args|[0];

if (System.getSecurityManager() == null) {

System.setSecurityManager(new SecurityManager());

}

String urlString = "/Bank";

Registry registry = LocateRegistry.getRegistry(host,port);
bank = (Bank) registry.lookup(urlString);

userAcount = bank.getUserAccount(name);
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The Savings Account problem

for (int m = 0; m < 100; m++) {
float nstatus = (float) (50 + m - (int) (Math.random() * 100));
try {
System.out.printin("Status: " + userAcount.getStatus());
System.out.printin("Promena statusa za " + nstatus);
userAcount.transaction(nstatus);

System.out.printin("Novi status: " +
userAcount.getStatus());

} catch (Exception e) {
System.err.printin("Greska pri transakciji za " + name);

}

}
} catch (Exception e) {

e.printStackTrace();

}
}

29/31



The Savings Account problem

java.policy
grant {

/I Allow everything for now
permission java.security.AllPermission;

5

[TokpeTamse:

//start rmiregistry

java -Djava.security.policy=java.policy Server

java -Djava.security.policy=java.policy Client pera
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